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1
Decision/action requested

It is requested to approve this proposal.
2
References
NA
3
Rationale

This contribution proposes to resolve the following EN under solution#9.
Editor’s Note: The analysis of multiple AUSFs triggering at this step is FFS.

Editor’s Note: The details of Step 5 are FFS.

Editor’s Note: How this solution will solve the EPC interworking use case is FFS
For the use case of interworking from EPS to 5GC, existing specified procedures in TS 33.501 can be used to ensure that upon UE mobility from EPS to 5GS a primary authentication procedure is executed. Therefore, we propose to remove this EN. 
This contribution additionally proposes to add the evaluation to this solution.
4
Detailed proposal

******Start of Change******
5.9
Solution #9:  AMF initiated primary authentication based on AUSF request
5.9.1
Introduction

This solution addresses KI#1. A new primary authentication may require for certain events at the network, resulting in refresh of the latest home key KAUSF. In such scenarios, an internal Network Function (AUSF) requests the AMF to trigger the re-authentication procedure. The AMF initiates re-authentication of the UE, if an internal NF requests (AUSF) to initiate re-authentication to refresh the UE specific home key (KAUSF).
5.9.2
Solution details
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Figure 5.9.2-1: AMF initiated primary authentication

1. The primary authentication is performed as specified in TS 33.501 [3]. After successful authentication, KAUSF is derived at the AUSF and at the UE. 

2. AUSF determines (for e.g., due to long time availability of same key, etc) the need of refreshing the KAUSF key. 


3. If the AUSF determines that there is a need to refresh the KAUSF, it decides to perform primary authentication to refresh the home key KAUSF. AUSF requests UDM to provide UE’s current AMF by sending Nudm_UECM_Get request. If the request is not from the latest AUSF, the UDM rejects the request. Only the latest AUSF in which UE is authenticated will be provided with the AMF ID. 
4. Upon receiving the request for the details of the current serving AMF from the AUSF, UDM provides UE’s current AMF details in Nudm_UECM_Get response message. 
5. The AUSF requests the AMF to initiate primary authentication for the UE by invoking Namf_UEAuthentication_Authenticate service operation as defined in clause 5.9.2.2. Upon receiving the re-authentication message from UDM, the AMF acknowledges the request.


6. Upon receiving the request from the AUSF, the AMF (SEAF) initiates the primary authentication as described in clause 6.1.2 of TS 33.501 [3], resulting in generation of fresh key material in the UE and in the network as described in clause 6.2 of TS 33.501 [3], if the primary authentication is performed successfully.


5.9.2.2
Namf_UEAuthentication_Authenticate
5.9.3.2.1
Namf_UEAuthentication_Authenticate service operation
Service operation name: Namf_UEAuthentication_authenticate.

Description: The AUSF triggers the Re-authentication procedure.

Input, Required: SUPI. 

Output, Required: Acknowlegement. 

5.9.3
Solution Evaluation


This solution proposes to address the following security requirement of KI#1:
· The home network may be able to trigger a primary authentication.
AUSF determines to refresh the KAUSF in various scenarios like SoR/UPU counter wraparound, due to long lived KAUSF and other case where any authorized NF invokes primary authentication. This solution proposes a mechanism for the AUSF to send a re-authentication request to the AMF and AMF performs the primary authentication which results in the refresh of the latest home key KAUSF. 
Editor’s Note: An evaluation specific to the use cases in this document is FFS
******End of Change******
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